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Welcome to the FortiClient Setup Wizard

The Setup Wizard will install FortiClient on your computer. Click Mext to continue
or Cancel to exit the Setup Wizard,
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End-User License Agreement -
Flease read the following license agreement carefully E- =
Fortinet Product License Agreement / EULA and Warranty Terms L

L4
Trademarks and Copyright Statement
Fortinet®, FortiGate®, and FortiGuard® are registered trademarks of Fortinet, Inc., and
other Fortinet names herein may also be trademarks, registered or otherwise, of
Fortinet. All other product or company names may be trademarks of their respective
owners. Copyright € 2002-2011 Fortinet, Inc., All Rights reserved. Contents and terms
are subject to change by Fortinet without prior notice. No part of this publication may be
reproduced in any form or by any means or used to make any derivative such as
translation, transformation, or adaptation without permission from Fortinet, Inc., as
stipulated by the United 5tates Copyright Act of 1976.
Product License Agreement i
[ Print ] [ Close ]
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Destination Folder o

Click Mext to install to the default folder or dick Change to choose another E- =

Install FortiClient to:

IC:\Prugram Files (x86)\Fortinet\FortiClient!,

[ Back ][ Mext ] [ Cancel ]
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Ready to install FortiClient -=
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Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

[ Back ][ Install ] [ Cancel ]

5. lrejtdlsy Jtlsets HdzYW o' AatsHO dL dBOMIsj O Ef
t dmMzdes¢ 5: uvMlsOdzs9a O L Oo j teh j dzO



Completed the FortiClient Setup Wizard

Click the Finish button to exit the Setup Wizard.,
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Welcome to the FortiClient Installer

@ Introduction FortiClient for Mac OS X is a unified security agent for computers
that integrates antivirus, SSL and IPSec VPN remote access, web
filtering, firewall and vulnerability scan into a single software

® Destination:Select package. FortiClient for Mac OS X has a user-friendly interface that
allows for quickly setting up protection for your computer.

® License

® Installation Type
® Installation

® Summary

Go Back Continue
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© Introduction

@ License

® Destination Select
® Installation Type
® Installation

® Summary

Software License Agreement

| English o

Fortinet Product License Agreement / EULA and Warranty
Terms

Trademarks and Copyright Statement

Fortinet®, FortiGate®, and ForniGuard® are reqgistered trademarks of Fortinet, Inc.,
and other Fortinet names hereln may also be trademarks, registered or ctherwise, of
Fortinet. All other product or company names may be trademarks of thelr respective
owners. Copyright © 2002-2011 Fortinet, Inc., All Rights reserved. Contents and
terms are subject to change by Fortinet without prior notice. No part of this
publication may be reproduced in any form or by any means cr used t¢ make any
derivative such as transiation, transformaticn, or adaptation without permission from
Fortinet, Inc., as stipulated by the United States Copyright Act of 1976.

Product License Agreement

CAHREFULLY HEAD THE FOLLOWING LEGAL AGREEMENT (THE OR THIS

“AGHEEMENT" OR "EULA"). USE OF FORTINET, INC. ("FORTINET")

PRODUCT(S) AND ANY UPDATES THERETO, INCLUDING HARDWARE

APPLIANCE PHODUCT S SOFTWARE AND FIRMWARE INCLUDED THEBENBY
: BY FORTINE

fOfCtk
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1 CtoOdz

© Introduction

© License

@ Destination Select
® Installation Type

® Installation

® Summary

Select a Destination

How do you want to install this software?

[™7] Install for all users of this computer

Installing this software requires 19.4 MB of space.

You have chosen to install this software for all users of this
computer.
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Standard Install on “Macintosh HD"

© Introduction

@ License This will take 19.4 MB of space on your computer.

© Destination Select Click Install to perform a standard installation of

this software for all users of this computer. All
users of this computer will be able to use this
@ [nstallation software.

@ Installation Type

@ Summary

. Change Install [ocation..gﬂj

Install
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Installer is trying to install new software. Type
your password to allow this.

Name: Drew Shearman

Password: [ ]
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The installation was completed successfully.

© Introduction

© License

© Destination Select
© Installation Type

@ Installation The installation was successful.

& Summary

The software was installed.

Go Back Close
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FaceTime Firefox Font Book FortiClient
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FortiClient

F&EERTINET.

This computer is protected by FortiClient software.

AntiVirus

Realtime Protection Enabled

\7 Realtime Protection Enabled

Parental Control w’ Database is up-to-date

Parental Control Enabled
3 @ 0 Threat Quarantined

Application Firewall

2

Application Firewall Enabled ’J: Exclusion List
Remote Access @ Weekly Scan at 18:30 on Monday
No VPN Connected
@ Vulnerability Scan Last Scan: Last Update: 11/6/2012
Vulnerabilty Scan Enabled ‘jo Scan Now v| | Etj Updatg Now ‘
trj Click the lock to make changes
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Welcome to the FortiClient repackaging GUI. This is application is an interface to
the FortiClient repackaging command-ine tool.

The wizard pages will take you through the process of spedfying settings and
customizations to be applied to the FortiClientdd MSI of your choice.

FortiClientConfig...
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RMfsdz! LsoaOdzdj Microsoft SCCM 200
1. [Stwts?2lsy SCwsdmtsdzr Configuration Manager:
System Center Configuration Manager > 1 0OLO H
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stcOdemdzv ygded stsB tzOtelzy j dzdw wo dzw jIsmw HEY tsdzded Is §
o Cdzsdug dz Ists?2 W kzdzS yd de OnlinH JAO IsF o Misis@a tj elzd v € ts A3t ¢
fsLotsdzvw CdzdjdzsmMEdr §tsHC Azt Yy dzgd?2 tsB dzOtclzy d s
FortiClient tjedmltcOydd. 1 jLU dtslg@ s o d@Htipifidy o €
d dzd ertiGateH d&zv L Q9 j t6h j dzdWv tj e dMmistcOydd.
t dmMezdes ¢ 17 : ] OtcOd3] Ister EmMstcts2 Mlseo © kY tcOo dzj dzd W
Edit Interface

Name fmc1l/2 (00:09:0F:DB:F2:55)

Alias

Link Status Up

Addressing mode @ Manual ) DHCP ) Dedicate to FortiAP

IP/Metwork Mask: 187.28.154.2/255.255.255.0
Administrative Access [WIHTTPS [V|PING [VIHTTP  [¥]FMG-Access

[¥] 55H [¥] SMMP ] TELMET | [¥] FCT-Access

Enable DHCP Server ]
Security Mode Captive Portal «
Customize Portal Messages [
User Groups Click to add...
Device Management
Detect and Identify Devices
Broadcast Discovery Messages
Enable Explicit Web Proxy O
Listen for RADIUS Accounting Messages [
Secondary IP Address [
Comments Write 3 comment...
0/256
Administrative Status @Up® O Down@
OK [ | Cancel [ | Apply [

z 06 3 0Mmsts?2lj CddjdsmMScd?2 fsWdd Endpoint
vyissB' &OMlstsdl!' SCddjdsnMéd?2 fwosWdd Endpoint
Ll toER>MIEoN dpt oW ddY . fsjoy @& s O Oy HF& | € d
) od dsj dedls s’ MeRtOddls! dzOMlstes?2 (.

{ dMkdzsS 18: Ctdgj ykOw bksySoO (jHOCKkdess Ol {f t



Edit Endpoint Profile

FortiClient Configuration Deployment

Windows and Mac
T AntiVirus Realtime Protection on Client (when installed)

™ Application Firewall
™ wWeb Category Filtering
Disable Web Category Filtering when protected by this FortiGate

™ Endpoint Vulnerability Scan on Client

-

client-reputation

-

client-reputation

Schedule Scan Type: O Daily @ Weekly ) Monthly

Initiate Scan After Client Registration

™ Client VPN Provisioning +
MName sunnyvale_California
Type @ IPsec VPN () SSL-VPN
Remote Gateway 12.2.43.1
Authentication Method Certificate -
orr  Upload Logs to FortiAnalyzer/FortiManager
IP Address: [Change]

| Apply

BtcOdzH 3Oz t6 O

Z0OG 3 0fMes2¢0 §sddlsds
B tc O dzHig§OH D] HodzW) tEd

yistsB' d&OMstesdls! §ddlsdsk

1 sdkzdsdS 0. 1tkdsd80HOY d&ssfrdiz) O § Odzj

fsdzdsdC O s koMM, orejtedly dHJjdlsdyudsfls: Ekflstt

tdmkzdzese 19: wtLHOdd] dtet?2 ftsddlsdSd dHJ dzlsdr
New Policy

E:\:z -SrZZiype b :;::aass:-_-;-\i.lps:r Identity @ Device Identity

Incoming Interface

Source Address

outgoing Interface

Enable NAT
@ Use Destination Interface Address
) Use Dynamic IP Pool

Configure Authentication Rules

internal
EE] Click to add...

wanl

7] Fixed Port

Click to add...

) Create New

Destination Address m Endpoint Compliance m Schedule UTM Security Traffic Shaping

No matching entries found

[7] Customize Authentication Messages

Comments

Write a comment... 0/255
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B k'Otj cdMmbstedtetse Odzdzr g 02O IO

t dikzdetsS 20: fteddwils! §wOoddzO H dw
Destination Address =] all
Device (5§ windows PC
Compliant with Endpoint Profile o
Schedule 7 always
Service = ALL
Action v ACCEPT

¥ Log Allowed Traffic

Generate Logs when Session
Starts
Capture Packets
Oodls: Captive
j dzZlstso .

Port al

frte] zOP® Peztizj dzdv o fMj A

CO ftosWddzwOBkHjIs dzOL dzOyj dz

O Iz Is4 jdzizls cpWind] G- O \ndfsch dffj i@z iy
Clsts Wic@a ¢ dets , | € ozt 5 def iy ls O Ezts 45 ¢ dzd
Forti Gat e

Q 5k gizgzlzty & C C
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¢ ddig Qi tsjots ) Wi d
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M j ydoOdz dz’éH jif tstdds[OdBBs & sl ddn ¢ @Y @l Mistc Oy dfuddz@ For -
Is 5y

td

Mzdes¢ 21

Destination Address =] all

Device [ windows PC

Schedule 7 always -
Service 2 ALL

Action ) Captive Portal -

Device Detection Portal

@ Enforce FortiClient Compliance
Email Address Collection

Log Violation Traffic

Traffic Shaping

OklsjdsdWds o

w

o

(1 dBBYWL QlsgjedDodedy)j fteOoddzs Accept
oMmMim HEkedr EMlstts? MBBY] LH dits Bf&otdjj HOIEPW elsntd O WipfLts Is
tdmEzdese 22: 1tweddzwils! 1tOQoeaddzs ftetseo jtcC.d § tsH dzd d
Destination Address =] all
Device fm Al

| Compliant with Endpoint Profile

Schedule 7 always
Service =~ ALL
Action v ACCEPT

Log Allowed Traffic

SOC Isd ¢ 1Isd kted fOoddkO Okljdsd¥dsoydd d

Gso ' | dzOfMts?2¢d foddlsdSd.



sl dekzteOydys ¢ d@y agstOls '[casBdEHHs. § o
{ dilzdsS 23: 1t5dzdlsdS O B.ieOdzH BOLL 6O § sdzgi d ¢ kzte O

New Policy
Policy Type @ Firewall © VPN
Policy Subtype Address () User Identity @ Device 1dentity
Incoming Interface any
Source Address (= all ¥
Outgong Interface portd (Primary internet)
Enable NAT
Configure Authentication Rules
U Creste New
m_x_
all Windows PC ALL  always -] X v ACCEPT
all Windows PC O ALL  always - Q O © Captive Portal - Enforce FortiChent Compliz
all Al X ALL  always L -] %) (V] v ACCEPT
m
Customize Authentication Messages
Comments Wit e 2 o/2ss
! — OK — ' Cancel

1 smdzy Forti Gate S(tsdWdekzttOydw B' dZO L Ob9
CedW deztcOydd. 1 0OMmstes2Isj Wi ndows PC o
EMlsOdgsodzj dzr © | P dqL Forti Gat e.
FortiClientEndp i nt Iktftdatsedd mMjilsd

ddzj HEZe h d2 fJtosWddzoi Ror tsisGIsidzesctf 2ELf dsp H j toy do OF
sdzd § dzls dzOff tew Bz¥ MewL Odzs fp Forti Gate, ddet ¢
WiFi SSID.1

ClsO bftdatsedy tjedmisteOydd ¢ dzdigddglsu@izts HzOfrsteis@ &€
StcGc Odzts o .

sdzd j dzls f sHGCdzs yjdz € Forti Gate, dzes dzORntsHdIsmw
ClsO bsfsdsedvy figlgtet]Misde OYdfd] dils @O d dznr tctsdzd L Oy d d
sdzd j dzls f sHGCdzs yjdz ¢ Forti Gate yjtjLr VPN conn
(O btsftsdsed" tjcdmlsd@hpede Sdaddl jOipsf@f,  dfdz il o (i
Stce Odzts o .

dmMzdstf Bdescdd Mjlsd

ls r dzOfmilstesdIlss Forti Client Endpoint Hdv BEf
J

Y
] udfndZszer' ded 3 J



ZOG: hoctkzrdlsy d EffsOdtseadlsy Forti Client
[CE2BEORjgte dzO LOF ] BC Qs P HalstioDsizif yo 5 LG st
O tcOo dzj dets dzO Capti ve Portal, ykeiz2is@c
k fls O dzBastictlient.

tdmMedes¢ 25: Captive Portal Bddts¢] MlsteOdsd yr =

Endpoint Security Required

The use of this security policy requires that the latest FortiClient Endpoint Security software is working properly. Please make sure

* FortiClient is installed and running,
+ Forticlient is registered with FortiGate and currently in "online" status, and
+ the "Disable configuration sync with FortiGate" option in FortiClient settings is turned off.

Installing FortiClient requires that you have administrator privileges on your computer. If you do not, please contact your network administrator to have
FortiClient installed.

The installer may be downloaded using the following link:
FortiClientInstaller-Windows-Enterprise-5.0.0.exe

Installation instructions:
+ For Internet Explorer:
1. Click the above link to download the installer
2. When Internet Explorer asks what action you would like to take, click "Run"
+ For Firefox:
1. Click the above link to download the installer

2. Save the installer and note the location it is saved to
3. Open the folder containing the installer and run it

FortiClient installation may take 3 few minutes. Thank you for your patience.

ZOG ZFortiClient tjedmlsteOydd

1 sfmdzy For@eijadhiGejnls EMmls © @t &Mis dlsdmt 06 lisitsezdtis doy 4
vimses2mMlseaets Forti Gate HdY tjedmsteOydd. [ Mmlis!
fewiLd dddyddtelzj smw:

Forti Client §tHCd& yOHlhm ¢ Jthdzgd 6 &ilg d¢ s gz
{ MdzdO jlls mwdzj Hzonr t 1 Cl i ent B EkH jOH ] fils QlazemwO fHt

fMdzd 2. dgj EHOjIMw, Forti Client BREHJjI Y
dMizdzS ] 26 YsCOLOd ftoddsjte Mstseh jdedw o jh C
orti Cleijetmdilsj 1l eddew s+, yltser LOtjecdMmlstcdtetso O
sfdzj twjedmMstcOYdJdERdp oi Gt o@D dzOyYfFoar t i Cl i e
dgimizdzsS 26: Forti Gate hdttsStse jh Olsjdz' detsj Misk

FEERATINET.

A broadcast registration message received from FortiGate
FWF60C3G11011606.

Ignore Ignore All

s L 5 EdsdyOdd® o0h je § ] toh) dOdkD ifiste 8] &R dyf

Gate ddalsg oW j 2
5C 27 §&COL' o
dzed s f sdMmS HBM

g&

ftsodJHjdzdj Forti Client
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FERTINET,
FortiClient

This computer is protected by FortiClient software
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